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1
Decision/action requested

This contribution proposes to add test cases on the authorization and privacy in AS.
2
References

3
Rationale

The contribution propose to add test cases on the authorization and privacy in AS.
4
Detailed proposal

It is suggested to approve the following change.
*************** Start of the 1st change ****************

4.2.2.3.X
User authorization
Requirement Name: User authorization
Requirement Reference: TS 24.229 [X], clause 5.7.1.5
Requirement Description: 

"If the user is considered anonymous, the AS shall check whether the authorization policy defined for this request allows anonymous requests. If anonymous requests are allowed, then the AS can proceed with the requested functionality, otherwise, the AS shall not proceed with the requested functionality.
…

If the request is not authorized, the AS shall either:

-
reject the request according to the procedures defined for that request e.g., by issuing a 403 (Forbidden) response; or

-
send a 2xx final response if the authorization policy requires to deny the requested functionality, whilst appearing to the user as if the request has been granted. "

Threat References: TBD

Test case: 
Test Name: TC_USER_AUTHORIZATION
Purpose:

Verify that the AS would reject the anonymous request if anonymous request is not allowed. 

Procedure and execution steps:

Pre-Conditions:

-
The authorization policy of the AS does not allow anonymous request.
-
The UE is simulated.

-
The tester has access to the interface between the UE and AS.

Execution Steps 

The UE sends the anonymous request message towards the AS, in which the the P-Asserted-Identity is set to "Anonymous".
Expected Results:

For test case, the AS either:

-
reject the request according to the procedures defined for that request e.g., by issuing a 403 (Forbidden) response; or
-
send a 2xx final response if the authorization policy requires to deny the requested functionality, whilst appearing to the user as if the request has been granted.
Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. 
Save the logs and the communication flow in a .pcap file.
*************** End of the 1st change ****************

*************** Start of the 2nd change ****************

4.2.2.3.Y
ID privacy
Requirement Name: ID privacy
Requirement Reference: TS 24.229 [X], clause 5.7.3
Requirement Description: 

"5.7.3
Application Server (AS) acting as originating UA

The AS can indicate privacy of the P-Asserted-Identity in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the AS shall set a display-name of the From header field to "Anonymous" as specified in RFC 3261 [26] and set an addr-spec of the From header field to Anonymous User Identity as specified in 3GPP TS 23.003 [3]. "

Threat References: TBD

Test case: 
Test Name: TC_USER_AUTHORIZATION
Purpose:

Verify that the AS acting as originating UA should send the anonymous identity if privacy is required. 

Procedure and execution steps:

Pre-Conditions:

-
The privacy of the P-Asserted-Identity is required in AS.

-
The UE is simulated.

Execution Steps 

The AS under test sends the initial request for a dialog or request for a standalone transaction.

Expected Results:

The display-name of the From header field of the initial request is set to "Anonymous".
The addr-spec of the From header field of the initial request is set to Anonymous User Identity.
Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. 

Save the logs and the communication flow in a .pcap file.

*************** End of the 2nd change ****************

